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Cannabis Industry Safety
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Agenda

Business Crime Prevention Measures

Robbery: Prevention Measures, During the Robbery, After

Crime Reporting

Burglary Prevention Measures

Loss Prevention Measures

Liquor & Cannabis Board Education
Q&A
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Safety First

Your Safety is Paramount

* Planning and preparation will assist in preventing
escalation of an incident
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Terms Defined

* Robbery is the physical taking of property from another
individual by the use of force or weapons, or the implied use
force or weapons

* Burglary is when someone enters physical property, not his or
her own, without permission, with the intent to commit
another crime. Most often the intent is to take belongings from

the property (i.e. Theft).
» Forced Entry Vs. Non-Forced
» Occupied vs Unoccupied

* Trespass knowingly enters or remains unlawfully in or upon the
premises of another

* Theft is when property is taken without force or the implied
use of force
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Retail Crime Deterrents

* Visibility * Security
v’ Well-lit v' Camera systems - Placement
v’ Sight Lines v" Alarm System
v Layout v Security Staff
v" Number of Staff on hand
* Money Management v" Inventory control /Electronic
v' Placement of register Article Surveillance (EAS) tags
v Counting the till
v Minimize accessibility * Attentiveness
v" Money Drops v' Customer service
v Environment
e Controlled Access v Attention drawers (annunciators)

v" Unused entrances

v' Employee Only areas

v" Funneling/Traffic control
v" Adhere to Fire Code!
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e Other Deterrents?




Visibility
* Keep windows clear to about 75% visibility/25%

advertisements
* You want to see out and customers/passersby to see in
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Theft Prevention Measures

* Product Placement: Display set-up can help monitor
merchandise, deter theft

v' Keep display tables at waist height to increase visibility of
customers

v' Keep shelves and displays neat, orderly, and well stocked
o This makes it easier to notice if an item is missing
v Avoid placing displays of small or expensive items near the doors

o This discourages grab and run thefts

Most of you already do this
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Business Crime Prevention

OPENING AND CLOSING PROCEDURES
* Two employees should open and close the business

* Be alert to any suspicious persons or vehicles in the area

v Loitering and pacing in front of the store (casing or waiting for
opportunity)

 When closing, check the interior of the business for persons
who may be hiding inside

* Keep a spare key in any room in which employees may be
locked after a robbery

Do not admit customers after store hours

DELIVERIES AND PICK-UPS

* Awareness of surroundings

* Park where visible to employees, cameras
* Loading/Unloading — Where? How Many?
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Robbery

POLICIES AND TRAINING

» All businesses should establish clearly defined policies
regarding:

Cash handling procedures

Opening and closing methods

Deposits

Procedures for responding to thefts, robberies, suspicious persons
or activities

Code words — used internally to alert employees/management
Reporting suspicious and criminal activity to the police
Safety of employees and security of equipment and merchandise
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Robbery

POLICIES AND TRAINING

* Training must be:
v Designed to ensure all employees know the company policies

v' Conducted on a regular basis

All employees should be provided with copies of policies they
are expected to know and practice
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Robbery

ROBBERY FACTS

* The majority of robberies involve either the threat or use of
a weapon, makmg this business crime the most dangerous
to employees and customers

* A first time “good haul” will increase the likelihood of your
business getting hit again

* Providing superior customer service is not only good for
business, it can help prevent robberies
v" Robbers don’t like to have personal interaction with employees,

since the emlployee may remember the suspect and be able to
identify him later.
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Robbery Prevention

Access Control

* How easily can someone gain entry

5 TR
¥ Locked Door? Vestibule: SUSPECT IDENTIFICATION

Call 9-1-1
Check for injuries
Complete form before talking about the incident

Customer Service

* Greet each customer — make eye
contact!

Identification is Important

* Note as many details as possible

* Height markers at doors

* Type & description of any weapons
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Robbery In Progress

What to do if you are robbed:
e Customer Service Oriented

* Follow Instructions - Cooperate!

Slow, Precise Movements

No Stalling

Ask Permission

Possible Alarm Trip?

Tracking tag?

* No Heroes!
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Robbery: Aftermath

After the Robbery:
e Call 911 — Answer call-taker's questions

* Description of suspect
» Only that which you’re sure of
> Be as linear as possible (top to bottom, inside-out) P

» Tape on door for height reference
* Vehicle description if known

e Last known direction of travel

Washington State Crime Prevention Association



Reporting Crime
or Suspicious Behavior

* |t's okay to call 911
* Non-emergency Numbers

 Know where you are
v" To connect with appropriate agency

e State Emergency; If not an emergency, say so
e Let the call taker control the conversation

* Police likely dispatched while questions are
being asked

* Be prepared to answer where, what, when,
who, weapons

* Be as detailed as possible
* Don’t hang up
v’ Stay on the line until told to hang up
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Robbery: Aftermath

After the Robbery:
e Call 911 — Report It!
* Lock up business

* Try not to touch demand note - take stock of what the
suspect(s) may have touched with their hands

* Do not discuss details of robbery with others
e Everyone should be writing down everything they observed

* Review with employees what happened and what could be
improved, changed, etc.

* Follow-up with victim(s), days, weeks, months following the
incident - look for signs of PTSD

Washington State Crime Prevention Association




It is unwise to
follow the suspect!

Whether Robbery or Theft

* Transition from flight to fight

e Separated from store & team

* Unknown allies/knowledge regarding the area
* What is your policy?

* If you do follow, what’s your plan?
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Burglary Prevention

Your Facility

* Type of Construction: masonry, wood framed, shipping
container
v" May need to reinforce

* Access Control

Number/Types of entrances: Pedestrian/vehicle/roll-up doors

Lock types, Astragals on doors to prevent prying

Possibility of parking vehicles inside, in front of roll-up doors
Fencing: type, height, pedestrian/vehicle gates, how/when secured
Locking dumpsters

Vehicle Barriers: bollards, planter boxes, ecology blocks

* Windows: thickness, grillwork/bars, security film
 Lighting
e Cameras, Alarms
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Burglary Prevention

Ut
PREMISES

UNDER VIDEO
SURVEILLANCE

Full-Length Astragal

Ecology Block
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Burglary Prevention

WASHINGTON STATE

Clutch Cannabis, April 23, 2022
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Cash Handling

Keep minimal cash in the tills
v" Frequent cash drops to safe

Keep secured in a time-lock safe
Use armored car service for cash pickup/delivery if possible

If not possible, take deposits to financial institution during

business hours and "consistently be inconsistent”

v Use a store shopping bag to transport deposits (hiding in plain sight
looks like a typical customer)

v' Make trips on different days and times to avoid robbery
opportunities
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Loss Prevention Measures

Employees are not exempt
* There are many ways dishonest
employees can cheat their employers

Internal Controls for Loss Prevention
 Employee screening

* Frequent, thorough inventory checks
* Be mindful of Internal assets working
with external actors

 End-of-Shift walk-around

v Doors secured?
v’ Items left near egress points

* Bag checks

* No Solo closers
v’ Safety Issue as well
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Loss Prevention Measures

Trash Checks and Removal
» Use clear bags only for all garbage to assist in seeing what is
contained in the trash bag

* For areas that are mandated to use black garbage bags, use clear
bags and place clear bags inside black bags once clear bags are
inspected

* All trash to be inspected by a manager on duty immediately before
being removed from the store

* All cardboard is to be broken down flat and all packaging placed in
trash or recycling. Assembled boxes should not be removed from
store without being inspected

Closing, performing end of night Walkthroughs

* Necessary to ensure no one is either hiding or left in the store
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Loss Prevention

Another Consideration

* Being aware of adjacent tenants - either vacant spaces or
tenants that don't have alarm systems installed have
provided entry through the walls to burglarize an adjoining
tenant after hours
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Crime Prevention Services

Services Crime Prevention Coordinators provide
* Security Assessments of your business

* Personal Safety/Workplace Safety training

* De-escalation Training

e Facilitate “Business Watch” and connection to other
businesses
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7 Liquor and Cannabis Board

Safety Tips Specific To
Cannabis Retail Licensee

The Washington State Liquor and Cannabis Board works with a variety
of laws and rules designed to keep cannabis licensed locations safe.

* Product display

 Video surveillance

* Floor plan and layout changes
* Cashless systems

* Firearms
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Displaying Product

 WAC 314-55-079(8) requires all product must be displayed
behind a counter or barrier.

e Limit the amount of product on display by utilizing empty
packaging for display purposes.

» Keep the bulk of product locked and off the sales floor.

* Transactions are allowed to be done through a secure window
within the licensed location, keeping the bulk of product and
cash out of sight from customers.

* A free floor plan change process can be utilized to adjust the
cameras and layout of a licensed facility.
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Video Surveillance

WAC 314-55-083(3) outlines the video surveillance requirements
for cannabis licensees.

* Work with LCB consultants and officers to make sure your
camera coverage is adequate and compliant.

* Licensees are encouraged to prominently display signs notifying
the public their store is under video surveillance.
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Liquor and Cannabis Board

Floor Plan Changes

Small changes to floor plans such as changing cameras or points of
sale, adding or adjusting rooms walls and/or doors can be approved
quickly through a new process with the LCB’s Licensing Customer
Service team.

The form can be accessed at
https://lcb.wa.gov/mijlicense/cannabis-alterations and there is no
fee associated with these changes.



https://lcb.wa.gov/mjlicense/cannabis-alterations

@ Washington State

Liquor and Cannabis Board

Utilize Cashless Systems

The LCB developed WAC-314-55-117 to clarify what is allowed:

Retail licensees may use payment services to facilitate retail sales
transactions under the following conditions:

(1) The payment service provider must:

(a) If applicable, be licensed and in good standing with the Washington State
Department of Financial Institutions; and

(b) Not have any interest, as a true party of interest or financier, in a marijuana licensee.

(2) The payment service provider may charge a convenience fee to customers
provided that the customer has the option of canceling the transaction when
informed of the convenience fee.

(3) The retail purchase price must be calculated in U.S. dollars.

(4) The marijuana excise tax required under RCW 69.50.535 must be collected
from the customer based on the U.S. dollar purchase price.
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Utilize Cashless Systems

In an effort to provide certainty
for retailers, Cannabis and
Financial Services (wa.gov) lists
of depository (banks and credit
unions) and “non-depository
institutions” that provide these

services. DFI will continue to add

businesses to this page as they
become licensed, or in the case
with some, DFI determines a
license is not required.

Cannabis and Financial Services

Resources for cannabis retailers and financial institutions providing services to cannabis retailers

in Washington.

[

Financial Services
Options for Retailers

Financial services options for
cannabis retailers and businesses.

Updates

Liquor and Cannabis Board and DFI
Message Regarding Cashless Retail

Transactions
04/19/2022

Regulation Resources

PR History of Cannabis

and Financial

State and federal resources related
to canna bis and financial services.

Regulation

A brief history of cannabis and
financial regulation

Retail Safety Update from Liquor and
Cannabis Board
04/19/2022


https://dfi.wa.gov/cannabis
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Liquor and Cannabis Board

Utilize Cashless Systems

Resources:
e LCB Rules WAC 314-55-117

* Department of Financial Institutions website
https://dfi.wa.gov/cannabis

e LCB Website www.lcb.wa.gov



https://dfi.wa.gov/cannabis
http://www.lcb.wa.gov/
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Understanding Laws Concerning
Weapons On Premises

RCW 9.41.300 Outlines who can and cannot possess weapons at
certain locations, among those are locations restricted to persons

21 or older.

* |tis unlawful for any person to enter a 21+ establishment when
he or she knowingly possesses or knowingly has under his or her
control a weapon

* This does not apply to security personnel while engaged in
official duties

* This does not apply to the proprietor of the premises or his or
her employees while engaged in their employment.

Note: Please read the entire RCW for definitions on weapons and
consult with your representation if you are considering having
weapons on the premises.
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Reporting Theft

WAC 314-55-087 1) Marijuana licensees are responsible to keep records that
clearly reflect all financial transactions and the financial condition of the
business. The following records must be kept and maintained on the licensed
premises for a five-year period and must be made available for inspection if
requested by an employee of the WSLCB:

(p) Records of any theft of marijuana seedlings, clones, plants, trim or other plant
material, extract, marijuana-infused product, or other item containing marijuana.

WAC 314-55-083(4)(e) The following information is required and must be kept
completely up-to-date in a system specified by the WSLCB: Any theft of useable
marijuana, marijuana seedlings, clones, plants, trim or other plant material,
extract, infused product, seed, plant tissue or other item containing marijuana

Additionally: Although the reporting of a robbery to local law enforcement is not
required, it is recommended. These reports can be used to help local law
enforcement identify trends that can aid in the locating suspects and preventing
future robberies.



Upcoming Virtual Cannabis
Industry Training — L

&

Washington State Crime Prevention Association (WSCPAq) &
Washington State Liguor and Cannabis Board (LCB) Virtual
Trainings, by County, Wednesdays, 11am-12:30pm, via Zoom

* May 18t™, Thurston, Pierce, King

* May 25, Whatcom, Skagit, Snohomish, Island, San Juan

* June 1%, Pacific, Lewis, Cowlitz, Clark, Wahkiakum, Skamania
 June 8™, Ferry, Stevens, Pend Oreille, Lincoln, Spokane

e June 15t Adams, Whitman, Franklin, Walla Walla, Columbia, Garfield,
Asotin

e June 22n Kittitas, Grant, Yakima, Benton, Klickitat

* June 29%, Chelan, Douglas, Okanogan

 July 13t Clallam, Jefferson, Kitsap, Mason, Greys Harbor

 July 20t, Open (in case licensees cannot attend their region’s training)
 July 27t Open (in case licensees cannot attend their region’s training)
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Questions?
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Thank you!
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